Invitation for proposal No. IBB/Cloud Hosting /2025/

The Institute of Bankers, Bangladesh (IBB)
DR TOWER (12th Floor)
65/2/2 Bir Protik Gazi Golam Dostogir Road (Box Culvert Road),
Purana Paltan, Dhaka - 1000, Bangladesh

Date: 14/12/2025

Invitation for Proposals of Virtual Cloud Hosting Services

Bidders are hereby invited from the firms, authorized suppliers or their local agents for procurement of goods and
related services for The Institute of Bankers, Bangladesh (IBB) at DR Tower (12" Floor), 65/2/2, Bir Protik Gazi
Golam Dastagir Road (Box Culvert Road), Purana Paltan, Dhaka-1000, Bangladesh." Necessary information is
given below:

1 | Procuring Entity Name The Institute of Bankers, Bangladesh (IBB)
Budget and Source of Funds Own fund of The Institute of Bankers, Bangladesh (IBB)
3 Invitation Ref Number Cloud Migration/12/2025

PARTICULAR INFORMATION

4 | Project / Programme Name Cloud migration of IBB systems
(if applicable)

5 | Tender Package Name Supply, Installation, Testing, Commissioning and Implementation

of existing serversto virtual cloud hosting service

6 | Tender Publication Date 14/12/2025

7 | Submission mode. Documents of financial and technical offer submitted by the

tenderer through hard copy. (1 main copy and 1 photocopy)

8 Name & Address of the Office | The Institute of Bankers, Bangladesh (IBB), DR TOWER (12th
Receiving Tender security & Other | Floor), 65/2/2 Bir Protik Gazi Golam Dastagir Road (Box Culvert
Documents Evidence. Road), Purana Paltan, Dhaka - 1000, Bangladesh.

9 Tender Closing Date and Timefor | Date 24/12/2025 Time :2.30 PM
Submission of proposal.

10 Place / Date / Time of Pre- Tender meeting shall not be held.

Pre-Tender Meeting (Optional)

INFORMATION FOR TENDERER

11 Brief Eligibility and Qualification of | As per Invitation for Proposals of Virtual Cloud Hosting Services
Tenderer

12 Brief Description of Goods As per Invitation for Proposals of Virtual Cloud Hosting Services

13 Brief Description of Related Services | As per Invitation for Proposals of Virtual Cloud Hosting Services

14 Address of Official Inviting Tender DR TOWER (12th Floor), 65/2/2 Bir Protik Gazi Golam
Dastagir Road (Box Culvert Road), Purana Paltan, Dhaka -

1000, Bangladesh
15 Contract details of Official inviting Tel. No. 02-55112857-60, Ext.- 133
tender Email: bpexam@ibb.org.bd
16 The Procuring Entity reserves the right to accept or reject any/all tender(s) without showing any

cause.
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Invitation for Proposals for Virtual Cloud Hosting Services of
The Institute of Banker’s, Bangladesh (IBB)

1. Background

The Institute of Bankers, Bangladesh (IBB) is seeking a reliable cloud service provider to host
several database applications. The organization requires a secure, high availability, dedicated virtual
server environment located in Bangladesh, with robust backup in place.

2. Objectives

To procure a dedicated cloud Virtual Machine (VM) (preferred) or virtual private server (VPS)
hosting service with specified resources and capabilities, ensuring high uptime, performance, data
security, and support, to support ongoing operations and future scalability.

3. Scope of Work / Deliverables
The selected service provider shall provide resources according to following specification:

Application OS CPU Memory Storage
EMS-01 Server 2019 8 32 GB 500 GB
Web-01 Server 2019 4 16 GB 500 GB
IBBDB-01 Server 2019 16 48 GB 500 GB
IBB-LMS + Website + Journal- 01 | Ubuntu 24.04 LTS 4 16 GB 500 GB
Proxy-01 Ubuntu 24.04 LTS 8 16 GB 200 GB
40 Cores 128 GB 2200 GB
In summary:
e CPU : 40 cores
e Memory in GB : 130
e Storage : 2500GB
e Backup storage : 500GB

Other’s Required Resources

Elastic Load Balancer

Band Width: 10 Mbps

ECS Snapshot Backup (if required)

License Microsoft SQL Server Standard- 2022 (16 core)-1
Ensure Backup according Daily incremental, Half yearly full.
Operating System Windows Server 2022 (3 nos)

ANl

e Host the VM / VPS in a Bangladesh-based data center with secure and redundant infrastructure
with High Availability (HA).
e Ensure 24/7 availability of technical support through phone, email or ticketing system.
e Offer a web-based control panel for VM / VPS management & monitoring.
e Ensure the VM/VPS infrastructure is secured through standard measures including firewalls,
antivirus, and patch management.
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e VPN facility for remote access from specific IP Address.

e Maintain Minimum 99.98% uptime SLA

e Describe the security measures implemented to safeguard applications, data, and network
integrity.

e OQOutline compliance certifications that ensure to adherence industry standards.

e Describe backup and recovery processes, including recovery point objectives (RPO) and recovery
time objectives (RTO).

e Provide options for secure VPN configurations and detail security protocols within data centers.

e Confirm adherence to Bangladesh Bank BRPD Circular 5 on Cloud Computing Guidelines.

o Scalability options that allow automatic / on-demand resource allocation based on
workload demands.

4. Overall Responsibilities of service provider
Provisioning dedicated VM as per the specifications.

e Arranging Access credentials and documentation for system administration, Backup
and restore

e Ensuring SLA agreement including uptime, response time, and support matrix.

e Ensuring network security of the infrastructure.

5. Methodology

1. Planning & Design
e Review IBB' technical and security requirements also network access diagram (if required).
e Propose a hosting solution aligned with the required specifications.
e High level connectivity Diagram (HLD) provided by bidder as per IBB’s requirement.

2. Provisioning & Configuration

e Deploy the VM with the specified resources and install licensed Operating System —
Windows Server 2022 (03), Ubuntu 24.04 (2)

e Configure network and OS security (Web access firewall, antivirus, patching), and assign the
dedicated IP.

3. Backup & Disaster Recovery

e Set up automated full backups quarterly (Last two)
e Test backup and restoration processes.
e Must ensure zero loss VM backup & restore.

4. Handover & Support

e Deliver system documentation and administrative access.

e Technical advice to migrate the application to the offered cloud server.

e Provide 24/7 support and maintain SLA-based service with regular updates and
incident response.

6. Timeline

The initial agreement will be for 03(Three) years with provision of extension of multiple years
based on the performance and mutual agreement.
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7. Payment Schedule

The service cost will be paid quarterly / monthly after submitting invoice and relevant

documents.

8. Eligibility Criteria
Bidders must meet the following minimum eligibility criteria:

Submission of all legal documents of service provider such as Updated Trade License, BIN, TIN,
TAX acknowledgment Certificate.

Must have more than one industry standard data centre located in Bangladesh.

Must meet minimum technical specification as outlined in scope of work

Minimum 03(Three) years experience providing cloud /VM services.

Must provide references from at least three organizations for similar services delivered in the past 3
years.

Hold minimum two valid industry standard international certifications such as ISO/IEC 27001/9001
or equivalent in the name of the organization.

9. Evaluation Criteria

Will be evaluated as per both technical and financial proposal

10. Contact Person

For any query related to technical requirement please contact:

Md. Afsaruzzaman

Additional Director

The Institute of Bankers, Bangladesh (IBB)

Phone: 02-55112857; Cell: +88001310326029; Email: bpexam@jibb.org.bd

11. General Terms and Conditions

>
>

The following terms and conditions apply to the present procurement:

This is initial requirement only. As per resource utilization it may be changed (Increase,
Decrease, Swap ).

The selected vendor must sign a formal Service Level Agreement (SLA). The initial agreement
will be for 03 (Three) years with provision of extension of multiple years based on the
performance and mutual agreement.

Must commit to a minimum uptime of 99.98% and downtime penalties with well-defined SLAS
for support response and resolution times.

IBB representative will physically visit datacenters before signing the agreement.

IBB will do staged environment testing (as per mentioned specification) before signing the
agreement.

All reports, and documents prepared in relation to the assignment will be treated as IBB property.

The reports/documents, or any part, therefore, cannot be sold, used, and reproduced in any
manner without prior written approval of IBB.

The selected vendor implement the work in close coordination with the focal person of IBB. The
consultant shall inform the focal person on the schedule and program of the assignment and shall
only perform the assigned tasks upon approval of the focal person.

IBB or its representatives reserve the right to monitor the quality and progress of the work during
the assignment.
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The vendor be paid upon successful completion of the assignment, or after successful completion
of individual tasks, if so, agreed in the agreement.

IBB reserves the right to accept or reject any applications without giving any verbal and/or
written rationale.

12. Submission Requirements
Specify the requirements for submitting proposals, including:

Application of the bidder

Company profile and relevant experience

Company documents (registration, experience, vat/tax certificates, PSR)

A technical proposal responding to the scope and deliverables and evaluation criteria as per
invitation for proposal.

A financial proposal with detailed pricing (monthly).

A separate table must be provided listing the additional paid facilities/services available from the
service provider, along with their unit prices. IBB may include these services/products under this
agreement if required.(Optional).

SLA terms (uptime guarantee, support response times and matrix, penalties for downtime)
Security and compliance, standard certifications

3 References for clients using similar service

Client list:

Interested vendors are requested to submit their proposal electronically with the subject line "Proposal
for Virtual Cloud hosting service" to the following address on or before 24/12/2025

13. Inspection or Right to Audit
Due to regulatory requirement, the bidder shall allow the authorized personnel of The Institute of

Banker’s, Bangladesh (IBB) and/or its regulators the opportunity of inspecting and auditing the bidder’s
operations and the business records which are directly relevant to the services provided by the bidder.

Email to: bpexam@jibb.org.bd

With thanks and regards,
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